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This paper is the basis of materials presented at the 1999 Summer Computer Simulation Conference.  It was prepared under sponsorship of the Defense Modeling and Simulation Office (DMSO), with oversight by the DMSO Verification, Validation, and Accreditation (VV&A) Technical Director, Ms. Simone M. Youngblood.  Its ideas are similar to material prepared for consideration relative to the updated version of the DoD VV&A Recommended Practices Guide (RPG); however, the views of this paper are those of the author and should not be construed to represent views of DMSO or of any other organization or agency, public or private.

Introduction

Cost of simulation validation is a complex subject.  It should be noted that most verification and validation (V&V) cost models and past accounting have focused on software V&V (which is mainly contained within simulation verification and typically has little representation of simulation validation costs).  The discussion here focuses on simulation validation
.  It identifies typical cost items involved in simulation validation and provides a few rules of thumb and insights about them.  It is assumed that documented simulation requirements exist.  Such requirements establish what the simulation must be able to do, which then defines the standard for validation assessment.  Adequate real world data must exist so that authoritative information are available (or can be collected) to establish a reasonable simulation context that describes the application domain for the simulation.  If a substantial amount of such real world data are not available and can not be generated, then capability for simulation validation will be severely limited.

This paper begins by identifying basic elements of validation costs and discusses sources of funds for validation endeavors.  It then identifies validation cost elements that seem to have a strong relationship to simulation size or complexity and those which seem to have a strong relationship to conceptual difficulty of the problem.  Anecdotal evidence about validation costs are presented.  “Rules of thumb” are suggested which may help in estimating validation costs.  The paper closes with comments about potential consequences when V&V is inadequate.

Validation Cost Elements

There are ten basic cost elements pertaining to simulation validation.  These are identified and discussed briefly below.  Most simulation validation endeavors will require only some (not all) of the elements below.  The cost information shown will provide a rough indication of resources to support the different kinds of validation activities.

1. Validation of Simulation Requirements.  Simulation requirements establish the standard for simulation validation by defining what the simulation is to do.  Because so many problems in simulation development arise from faulty requirements (incomplete, inconsistent, impossible, etc.), it is wise to review simulation requirements to validate them.  Reviews of requirements may look for coherence (logical consistency & completeness), appropriateness (that adequate representation of anticipated user interests were reflected in development of the requirements), feasibility (none of the requirements are impossible to satisfy), specificity (clear implications for the levels of precision, accuracy, resolution, etc. needed by simulation representations),and cost implications (requirements implying excessive resources should be identified).  Since a majority of software faults have been attributed to problems in requirements
, it is reasonable to invest up to 5% of anticipated simulation development costs in vetting simulation requirements.
 

2.  Articulation of Assessment Criteria.  There are a variety of validation assessments:  requirements validation (as discussed above), conceptual validation, results validation, certification/validation of inputs for a particular application, etc.  Resources required to articulate assessment criteria for validation assessment will depend upon the kind of validation assessment to be performed as well as upon the nature (clarity, completeness, etc.) of the requirements from which the assessment criteria are drawn and upon the assessment authority’s level of consensus and clarity about the criteria.  Often articulation of assessment criteria are drafted by members of the VV&A team
, but then must be approved (or endorsed) by the accreditation authority, simulation sponsor, users, or others in authority. 

3. Collection/Organization of Authoritative Real World Data for Comparison with Simulation Results [or Generation of Such Data if Adequate Credible Data Do Not Exist].  No rules of thumb exist for the cost of developing such data.  Cost of experiments and tests to generate such real world data may far exceed the entire simulation development and application cost.  In some situations, the primary motivation for development of the simulation will be to minimize such data generation costs.  Adequate real world data are needed to support enough confidence in the simulation for it to support intended applications.

4. Preparation of Validation Reviewer Orientation Materials and Review Reporting Materials.  Effective and efficient validation reviews are most often performed by reviewers who have been properly oriented and who use specified formats for reporting review results.  Resources required to develop such materials (and to provide appropriate orientation) will vary with the nature of the simulation being reviewed, the format in which the materials to be reviewed, etc.  Often it is possible to use materials developed for other purposes (such as using the description of the simulation and its purpose prepared for use in the Preliminary Design Review as a foundation for similar material needed to orient SMEs involved in results validation assessments).  Use of templates for validation reviews and reports can reduce resources required to develop these materials.  In many situations, these materials can be prepared for no more than a few staff weeks level of effort.

5. Identification of SME/Validation Review Personnel and Administrative Cost in Overseeing their Review Activities.  The overhead effort required to identify SMEs and other validation review personnel, to monitor SME and other validation review personnel activities, to collect reports from the review personnel, to manage contract relationships with SMEs and validation review personnel where needed, etc.  It is not uncommon for this element of validation cost to consume a third or so of the level of effort expended by the SMEs, especially when reports and reviews by different SMEs have to be integrated or reconciled.  For small simulation projects, only limited resources will be needed to perform this administrative function – but for large simulation projects, a more substantial level of resources will be required.

6. Performance of Conceptual Validation Reviews.  This is the area which normally merits the greater portion of validation endeavor because conceptual validation is the only real basis for estimation of simulation performance in situations not specifically tested.  Many simulations are developed without a requirement for explicit and distinct documentation of the simulation conceptual model.  Lack of such distinct and explicit conceptual model documentation for the simulation parts and for the simulation as a whole makes conceptual validation reviews more difficult and requires more resources for such reviews to establish a given level of confidence in simulation capabilities.  Those funding simulation developments sometimes fail to appreciate the adverse economic impact of failing to require distinct, explicit documentation of the simulation conceptual model.  The level of validation required determines the amount and kind of conceptual validation review that is needed.  The more confidence that is required in the correctness of simulation, the more resources that will be required for conceptual validation reviews.  Typically conceptual validation reviews associated with the inspection level of validation (which essentially provides the same level of confidence as “face validation”) can be performed for a modest level of resources (a few percent of the simulation development costs); whereas conceptual validation reviews associated with the demonstration level of validation which provides assured corrections of simulation results can require substantial resources (the total validation effort may take more than half of the simulation development costs
).

7. Specification of Test Cases for Use in Results Validation.  Most unit, integration, and system testing in a software or simulation development is verification oriented – that is, the testing is designed to demonstrate that the software or simulation satisfies the requirements, that it has the expected functionality.  For assessment of the validity of simulation results, it is necessary to identify and define test cases which are within the functional capability of the simulation and for which adequate authoritative data exists that can be used as a credible standard for comparison.  Often comprehensive and detailed descriptions of the conditions associated with real world data do not exist, which limits capability for using such data as the standard in results validation assessments.  Sometimes results from existing simulations omit consideration of a factor of interest for the new simulation (or include factors not addressed by the new simulation) so that only limited inferences about simulation correctness may be drawn from comparisons.  The point is that it may take a non-trivial amount of effort to identify appropriate test cases for results validation assessments because of the difficulty in identifying appropriate information that can be used as the standard for comparison
.  Consequently, often results validation assessments are reduced to face validation reviews in which SMEs assess the reasonableness of simulation results for the inputs used.

8. Run the Simulation Test Cases and Perform Results Validation.  Preparing inputs and setting up the simulation to run test cases for results validation assessment can be resource intensive.  For a complex simulation, it may take a large number of test cases to demonstrate that all aspects of the simulation perform as expected.  When an abundance of data exists that can appropriately be used for validation comparisons with simulation results, it may be desirable to run a large number of tests so that direct comparisons can be made with most or all of the data.  If the simulation takes a long time to run
, even a small number of test cases can require substantial resources for results validation.

9. Collect/Organize Information from Simulation Usage and Previous Validation Efforts Pertinent to Validation Reviews.  If information from previous use of a simulation has been archived or retained in an organized fashion, this aspect of validation endeavor may not require substantial resources.  Little or no effort of this sort is required for a new simulation, unless it was derived from an existing simulation and information about the previous simulation is desired to minimize the level of resources that must be expended to obtained the desired validation level for the new simulation.

10. Prepare Synopses of Validation Information as Input to Accreditation Reports and Similar Activities.  Normally synopsis of validation information as input to accreditation reports or for similar activities does not require substantial resources; however, if the validation conclusions are controversial, it may be prudent to develop the synopsis more completely, to supplement it with related materials, to meet with interested parties to explain the conclusions, etc.  In such cases, greater resources will be required for this validation activity.

Sources of Funding for Validation Costs

There are four basic sources of funding for validation activities.  Sometimes all validation costs are covered by one source.  Sometimes validation costs are shared among two or more sources.  Sometimes one of the sources will fund all or part of only a specific validation activity (such as the ten activities described above).  The four validation sources are:  1) Simulation sponsor/simulation developer, 2) Simulation user, 3) Others with vested interest in simulation representations (such as the program office responsible for a system represented in the simulation), and 4) Other sources (such as an organization responsible for generating data that might be appropriate for use in results validation, but which is generating that data for other reasons
).

Validation Cost Elements That Are Primarily Related to Simulation Size or Complexity

Four aspects of validation costs are directly related to simulation size and complexity:

1. Performance of conceptual validation reviews is directly related to simulation size and complexity as far as that is a reflection of the number and kinds of systems represented that have to be reviewed.

2. Performance of tests for results validation is directly related to simulation size and complexity as far as that is a reflection of the number and kinds of systems represented that have to be reviewed.

3. Validation review of simulation requirements is often a function of simulation size and complexity.

4. SME use (identification, management, and review performance) is often related to the size and complexity of the simulation as far as that is a reflection of the number and kinds of systems represented that have to be reviewed.

Validation Cost Elements That Are Primarily Related to Topic Difficulty vice Simulation Size or Complexity

There are three aspects of simulation validation cost that are more a function of the topic conceptual difficulty than a function of simulation size or complexity.  They are:

1. The level of validation needed significantly impacts validation cost – review level validation is likely to be twice as expensive as inspection level validation, and demonstration level validation is likely to be at least several times as expensive as review level validation for a simulation of a particular size and complexity.

2. The cost of generating data to be used as a standard to which simulation results are compared is likely to exceed all other validation costs for validation of a particular simulation if such data are not readily available.

3. The number of SMEs reviewing something represented in the simulation depends in part upon the level of validation required and in part upon the level of community acceptance required, and thus is not directly related to simulation size and complexity.

Anecdotal Experiences about Simulation Validation Costs

This section provides indications of validation costs associated with simulations in the past.  It is important to remember that the level of validation needed, the existence and quality of documentation (such as that for a simulation’s conceptual model), and other such factors have a major impact on validation costs.

Validation (at approximately the inspection level) of a moderate sized air defense simulation by comparison with results from accepted simulations by a process involving review personnel from several DoD and DOE organizations – approximately 25% of the simulation development effort.  This included time personnel were involved in reviews, travel to the reviews, running of the other simulations to produce data for the validation reviews, etc.

When high integrity is required of a simulation, V&V cost can be large.  A significant number of industrial examples indicate that when software is subjected to a formal specification and verification process so that program performance is mathematically proven (as may be required in railway control systems, nuclear power plants, spacecraft control systems, medical diagnosis systems, ammunition control processes, etc.),  V&V costs may be more than half of simulation development cost
.

Accreditation reviews, apart from the fundamental validation review costs, tend to require a substantial number of person months for any major simulation, as indicated by a synopsis of costs for more than 100 accreditation reviews
.

Millions of dollars were spent in the Joint Tactical Commanders Group for Aircraft Survivability (JTCG/AS) Susceptibility Model Assessment and Range Test (SMART) Project on VV&A for half-a-dozen simulations over several years – and not all of the simulations were accredited during the program (the validation level for them was between review and demonstration levels).

A few Rules of Thumb for Simulation Validation Costs

1. If demonstration level validation is required, validation costs will be more than half of simulation development costs.

2. If inspection level validation is acceptable, validation costs are likely to be about 10% of simulation development costs.

3. If review level validation is needed, validation costs are likely to require 20-30% of simulation development costs.

4. Validation costs are often driven by the availability and quality of conceptual model documentation and past V&V documentation, and by the complexity of the topic represented by the simulation (available of data for use as standard, confidence in theory underlying the simulation, etc.).

Cost Consequences of Inadequate Simulation Validation Can Far Exceed Validation Costs
It is important to keep validation costs in perspective.  Too often only the cost of performing VV&A is considered.  It is also important to appreciate the benefit and value of a correct and credible simulation, the return expected for the resources invested in developing the simulation (including VV&A costs).  For example, studies attribute substantial savings in the testing phase of system development because credible simulations allowed fewer flight tests to be performed, indicated design problems which could be corrected prior to fielding a system, etc.  Examination of a score of weapon systems revealed that the return on simulation investment was 15-40, i. e., the simulations saved 15-40 times their cost
.  Thus, one perspective for VV&A costs is provided by the potential savings in system development or life cycle costs that a correct and credible simulation may allow.  Even extensive VV&A costs are minuscule in this perspective. 

Another perspective for VV&A costs is consequences of inadequate VV&A.  Some simulations were developed and never were really used.  Sometimes the simulation was designed for the wrong problem or was finished too late; but in other cases, no one trusted the simulation enough for it to be used.  In such situations, the entire simulation development cost should be considered wasted (although sometimes the simulation development process had been a valuable learning experience and some value should be attached to that).  If a simulation produces incorrect answers or provides wrong training, bad decisions can be made later which may have large economic consequences.  If a simulation contains undetected faults, those flaws may cause catastrophe.  A fly-by-wire aircraft crashed because the software of its control processes was faulty
.  An even more expensive cost came from inappropriate reuse of software which led to the Ariane 5 disaster – thorough validation review night [should] have caught the problem and prevented the half-a-billion plus loss
.  System failures because of simulation faults -- especially in those systems with second-generation simulation-based AI processes -- can be very expensive.  They may also bring legal liabilities.  Potential costs of inadequate VV&A are seldom considered in VV&A resource decisions.  Decision makers do not always realize that simulations with less than needed validity can have negative economic consequences.

� The level of simulation validation has a major impact on validation costs.  As noted in Dale K. Pace, “An Aspect of VV&A Costs,” PHALANX, Vol 30, No. 1, March 1997, pp.12-15, there are three fundamental levels of simulation validation.  The names given to them here provide an indication of the level of simulation validation:  1) Inspection level; 2) Review level; and 3) Demonstration level.  





Inspection Level Validation can not go beyond face validation.  Data about the subject may be lacking.  Resources for more thorough VV&A may not be available.  The expected application of the simulation may not justify more extensive VV&A.  Whatever the cause, the validity of the simulation is that of expert opinion that declares the simulation responses to be as expected. 





Review Level Validation establishes that the simulation has structural validity and acceptable predictive validity for test cases considered.  It often also establishes that simulation behavior is sufficiently well-behaved from replication to replication that it has mathematical stability and replicative validity.  Both adequate data about the subject being modeled and adequate resources for extensive VV&A have been available to support this level of validation.


	


Demonstration Level Validation is reserved for those simulations which must work correctly all the time.  These are simulations involved in safety critical systems, such as simulations supporting medical diagnostic software and nuclear power plant control or aircraft flight control systems.  Simulation performance and response can be predicted to perform correctly consistently according to objective criteria so that adequate confidence can be placed in them for the critical functions which they serve.





� Lewis, R.O.  1992.  Independent Verification and Validation:  A Life Cycle Engineering Process for Quality Software.  John Wiley & Sons, New York.





� Lewis (Lewis, R.O.  1992.  Independent Verification and Validation:  A Life Cycle Engineering Process for Quality Software.  John Wiley & Sons, New York) suggests 10% of software development effort as a nominal level for software independent verification and validation (IV&V).  Thus, up to half of that amount (5% of development cost) can be used in a cost effective way to validate requirements and thereby preclude the need to correct the half of software faults that are caused by deficiencies in the requirements.


� The VV&A Team is expected to be drawn largely from the simulation development team, but may include others as well – and can even have an independent (IV&V) component.





� A number of industrial examples indicate that when software is subjected to a formal specification and verification process so that program performance can be proven to be correct mathematically (as may be required in railway control systems, nuclear power plants, spacecraft control systems, medical diagnosis systems, ammunition control processes, etc.), V&V costs may be more than half of simulation development cost (J. P. Bowen and V. Stavridou,  1994.  Safety-Critical Systems and Formal Methods.  Chapter 1 in Toward Verified Systems, J. Bowen (ed.). Elseview Science B. V., New York, pp. 3-33).





� It is not uncommon to discover problems in established and accepted simulations when their results are used as a standard for comparison in validating a new simulation.  For example, when two widely-accepted simulations were used as a source of standard information in validation review of a new simulation (the same cases were run with all of the simulations), previously undetected faults were discovered in each of the two existing simulations (Dale K. Pace, “A Perspective on Simulation Validation,” Proceedings of 1986 Summer Computer Simulation Conference, July 1986, pp. 187-189).





� Some hydrocode simulations and other computationally intensive simulations can take days, weeks, or even months to run on the fastest computers.





� An example of this kind of situation would be the scientific and technical organizations within the Defense community that generate environmental information.  The data from such endeavors can be used for comparisons with simulation results that represent environmental effects.


� Dale K. Pace, “A Perspective on Simulation Validation,” Proc. Of 1986 Summer Computer Simulation Conference, pp. 187-189.





� J. P.Bowen and V.Stavridou, 1994.  “Safety-Critical Systems and Formal Methods,” Chapter 1 in Toward Verified Systems, J. Bowen, Elseview Science B. V., New York, pp. 3-33.





� Dale K. Pace, “An Aspect of VV&A Costs,” PHALANX, Vol 30, No. 1, March 1997, pp.12-15.





� Department of Defense.  1995.  DoD FY95 Master Plan for Target Interaction, Lethality and Vulnerability (TILV) Science and Technology (S&T) Programs, Volume I: Classical Ballistic Threats.  4 May Revision.





� L. Lee, 1991.  The Day the Phones Stopped.  Donald I. Fine, Inc.





� John Doyle, John, “Virtual Engineering:  Toward a Theory for Modeling and Simulation of Complex Systems,” Appendix B of Volume 9 Modeling and Simulation, Technology for the United States Navy and Marine Corps 2000-2035:  Becoming a 21st-Century Force, Panel on Modeling and Simulation, Committee on Technology for Future Naval Forces, Naval Studies Board, Commission on Physical Sciences, Mathematics, and Applications, National Research Council – published by National Academy Press, Washington, D. C., 1997., pp. 158-159.





