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Warfighter M&S Assessment 

US Space Command, US Strategic Command, and US Transportation Command

(Preliminary Report)
30 September 2000

1.  Persons/Places Visited:  HQ, US Space Command; HQ, Army Space Command; HQ, Air Force Space Command; Joint National Test Facility; HQ, US Strategic Command; HQ, US Transportation Command

2.  Dates of Visit:  28-31 August 2000 

3.  Persons conducting visit:  Terry Moss and Ross Dickinson 

EXECUTIVE SUMMARY

For Warfighter M&S Assessment of the US Space Command, US Strategic Command, and US Transportation Command 

I. PURPOSE AND ORGANIZATION OF THIS REPORT.

The purpose of this report is to provide the Director of the Defense Modeling and Simulation Office (DMSO) with an initial assessment of our M&S survey of organizational elements in the US Space Command (USSPACECOM), US Strategic Command (USSTRATCOM), and US Transportation Command (USTRANSCOM).  This Executive Summary is supported by two attachments.  The first is a Warfighter Needs Analysis Matrix that identifies M&S-related needs in operational capabilities, functional simulation capabilities, education, and MSIAC support areas.  For comparison, the matrix includes data from the earlier Warfighter assessment visits.  The second attachment provides more detailed results of our surveys during the command visits cited above.

II. INTRODUCTION.

The Director, DMSO, has refocused his organization's efforts on the M&S needs of the Warfighter.  This new approach is described as the DMSO New Vector and is driven by Joint Warfighter requirements.  To better reflect this approach, DMSO has refocused its efforts on three major thrusts:  (1) meeting the immediate Joint Warfighter's M&S requirements, (2) addressing mid-term M&S enterprise requirements, and (3) meeting longer-term M&S requirements with Science and Technology (S&T) Initiatives.  

To ensure DMSO is correctly focused on Warfighter M&S requirements and problems, the Director tasked the Modeling and Simulation Information Analysis Center (MSIAC) to survey key M&S practitioners on Service, regional and functional Commanders’ staffs and supporting Component Commands.  The purpose of our surveys was to focus on soliciting Warfighters’ near & mid-term M&S needs.  Although longer-term S&T Initiatives are being addressed under a separate effort, we captured these issues if they were provided to us.

III. ORGANIZATIONS SURVEYED.

We surveyed elements within the following organizations:  USSPACECOM Headquarters; US STRATCOM Headquarters, US TRANSCOM Headquarters, Air Force Space Command (AFSPC); Army Space Command (ARSPACE)/Space and Missile Defense Command (SMDC); and the Joint National Test Facility (JNTF).  We were not able to visit U.S. Space and Naval Warfare Systems Command, however, we plan to survey this organizations at a later date.

IV. MISSIONS.

A. USSPACECOM:  coordinate the use of Army, Naval, and Air Force space forces to perform the following missions:

1. Space Force Support:  launch and operate satellites;

2. Space Force Enhancement:  support joint-service military forces worldwide with intelligence, communications, weather, navigation, and ballistic missile attack warning information;

3. Space Force Application:  engage adversaries from space;

4. Space Force Control:  assure U.S. access to, and operations in space, while denying enemies that same freedom.  

B. AFSPC:  defend the USA through the control and exploitation of space.  AFSPC has five mission areas:

1. Space Control;

2. Force Enhancement;

3. Force Application;

4. Space Support;

5. Mission Support.

C. ARSPACE performs six primary missions:

1. Support USSPACECOM as the Army Component;

2. Command the Defense Satellite Communications Systems Operations Centers and manage joint tactical use of the Defense Satellite Communication System;

3. Conduct planning as the “user” of Army Ballistic Missile Defense forces;

4. Serve as the “user” for Ballistic Missile Defense;

5. Assure access to and use of space capabilities to enhance accomplishment of Air-Land Operations Doctrine;

6. Execute the Army Space Exploitation-Demonstration Program.

D. JNTF:  provide missile defense related analysis, system level engineering, integration, and test and evaluation support for the development, acquisition, and deployment of missile defense systems and architectures

E.
USSTRATCOM:  deter military attack on the US and its allies, and should deterrence fail, employ forces so as to achieve national objectives.  This includes:

1. Provide intelligence on countries and other entities possessing or seeking weapons of mass destruction;

2. Provide support to other combatant command commanders;

3. Develop a Single Integrated Operational Plan (SIOP) that fully satisfies national guidance;

4. Monitor the readiness of SIOP-committed forces; 

5. Command, control, and employ assigned forces.

F.
USTRANSCOM:  provide air, land, and sea transportation for the Department of Defense both in times of peace and war.

V. SUMMARY OF TOP M&S PRIORITIES.
A. USSPACECOM:  field JSIMS as soon as possible with robust C4I interoperability with the simulation that will not interfere with real word communications; and with additional functionality for Space launch; Space control of assets mission; Force application mission; Strategic warning; and Hyper spectral imagery

.

B.
AFSPC:  automated tools for analysis (JWARS); representing space functions, and their impact on theater operations, in exercises; and educating users of space products

C.
ARSPACE (SMDC):  M&S support to train Joint Tactical Ground Stations and Army Space Support Teams 

D.
JNTF:  Realistic interoperability with real-world C4I systems.

E. USSTRATCOM:  A means of identifying, reviewing, and sharing M&S data and findings from studies, reports, etc., that address areas of interest to the command

F.
USTRANSCOM:  A coordinated architecture for Defense Transportation System models, simulations, and data sources

VI. SUMMARY OF WARFIGHTER ASSESSMENT FINDINGS TO DATE.

A. This section is an interim summary of the Warfighter Assessment to date.  It incorporates the results from this report, the preliminary reports on US European Command (20 April 2000) and US European Command Revisit (25 July 2000); the preliminary report on US Joint Forces Command, US Army Training and Doctrine Command, US Navy Commander Operational Test and Evaluation Force (25 May 2000); and the preliminary report on US Central Command, US Southern Command, and US Special Operations Command (24 August 2000).  

B. Many Warfighters stated that simulation costs are too high and preparation time too long.  They also want simulations that are flexible, composable, interoperable, and easier to use.  Users are optimistic that JSIMS and JWARS will provide needed enhancements, but are concerned that their legacy systems will not be adequately supported while these new systems mature.  Users also noted a lack of information on when the new J-Programs will be fielded and how the end-user should prepare for deployment.  Preliminary common M&S requirements:

1. Multi-resolution and composable simulation environments -- needed for flexibility and composability in experimentation, analysis, and training.  The fielding of fully functional (e.g., operations other than war, stability and support operations, special operations, space operations, and transportation) JSIMS and JWARS is needed.  Other examples of needed capabilities include a JCATS/JTLS federation (in the near-term) and JSIMS/JWARS interoperability.

2. Reduce the costs and preparation time for using simulations in analysis, experimentation and exercising – especially in the areas of database access and development, scenario development, operating, and after-action processing.  Availability of terrain data is considered particularly important.

3. Better interoperability -- links between constructive, virtual and live systems, especially C4I systems.

4. Human behavior modeling -- needed to reduce costs and increase fidelity in a wide range of applications.

5. Better tools and processes to conduct Verification and Validation (V&V) -- needed to enhance software and federation composability, mitigate risk in test and evaluation, and provide "on-the-fly" V&V in an experimentation environment.

6. Multi-level Security -- needed to facilitate use of simulations in large-scale training exercises and experiments with participants with different clearances and need-to-know as well as in multi-national environments, e.g., a Partners for Peace scenario.  

7.
Resource Repositories -- needed to facilitate reuse, improve access and reduce the cost of models and simulations.

8. Reach-back Support -- due to the increased ops tempo, reduced staffs, staff turnover and increased support costs, there is a growing recognition that organizations will "reach-back" to external organization for surge support and operational and technical M&S-related capabilities not available "in-house."

9. M&S Education -- wide-support for M&S current education programs, requests for incorporation in existing staff courses, and requirements for additional courses, e.g., VV&A Training; Courses in Using Fielded Simulations.
Assessment Results

Attachment 2
USSPACECOM Headquarters

CDR (CAPT Select) Dick Stockton

Chief USSPACECOM J37

Joint Exercise, Education, and Training Division

Mr. Dave Peck 

M&S Manager, J37

I.
General Information

A. Welcomed visit and endorsed DMSO refocus on Warfighter needs

B. J37 is the USSPACECOM staff’s advocate for M&S requirements.  They publish and maintain the USSPACECOM Training M&S Master Plan, which contains a comprehensive list of current space-related M&S requirements.  The plan may be viewed on USSPACECOM’s classified home page.

C. USSPACECOM does not conduct “stand-alone” simulation exercises, but conducts all such exercises in conjunction with Regional CINCs 

II.
Current issues -- Models and Simulations

A. JSIMS is critical to USSPACECOM  

1. Slips in the delivery date and delays in implementing key space functions are viewed as single points of failure

2. A letter to the Joint staff (J3, J7, J8) has been drafted for the CINC’s signature, which discusses the importance of JSIMS to USSPACECOM 

3. Planned functionality for JSIMS appears better than any model available now for theater missions that help regional CINCs use space to control the battlefield

a. Provides theater missile warning

b. Provides representations of GPS and receivers

c. Some intelligence representation, but it will not be complete, e.g., complete representation of threat forces

4.
JSIMS does not appear to provide

a. Robust C4I interoperability

b. Space launch (will be role-played)

c. Space control of assets mission

d. Force application mission

e. Strategic warning

f. Doesn’t have hyper spectral imagery (provides terrain related information)

5.
Need to maintain functionality available in ALSP/Joint Training Confederation until JSIMS is fielded

6.
JTLS/JCATS federation appears to be worthwhile as a “stopgap measure” until JSIMS is fielded

B. Functionality available in current models lags years behind USSPACECOM’s vision, while at the same time, their mission continues to grow and evolve  

1. Effective 1 Oct 99, USSPACECOM was assigned the lead role in computer network defense  

2. Effective 1 Oct 00, USSPACECOM assumes the lead role in computer network attack

3. Concepts are being developed now to determine how to implement these two missions for information warfare.  Once those are completed, M&S functionality that is needed will be addressed  

4. No current model addresses these missions

5. Neither mission is currently addressed in JSIMS or JWARS

C. Human behavior modeling is not done well

1. Limitations need to be understood

2. Commercial wargaming industry might be of use in terms of architecture, but probably not useful for data and algorithms

D. M&S Requirements

1. Field JSIMS as soon as possible with a robust C4I interoperability with the simulation that will not interfere with real word communications and additional functionality for (top priority):
a. Space launch 

b. Space control of assets mission

c. Force application mission

d. Strategic warning

e. Hyper spectral imagery 

2. The integration of USSPACECOM’s missions into training events requires an accurate representation of the whole intelligence cycle including complete and validated representations of threat forces

3. Human behavior modeling

4. Functionality for information warfare missions once concepts are developed

5. With the exceptions noted above, USSPACECOM’s M&S Master Plan contains a list of the command’s continuing M&S requirements

III. M&S Education

A. MS 101 provides a good service and should be taken by staff officers enroute to an M&S assignment

B. M&S officers in staffs of regional CINCs need to be educated with an operators course on the value of M&S 

1. How to use M&S 

2.
How to put together an exercise

AFSPC

Maj Chuck Schwarz

AFSPC/XPXA

Plans and Programs Division

Ms. Patricia O Brien

Branch Chief, MS&A Policy

I.
General Information:

A. Welcomed visit and endorsed DMSO refocus on Warfighter needs

B. AFSPC/XPXA is AFSPC staff advocate for M&S requirements, with the primary focus to use analytical tools that will support Air Force commanders’ M&S training in space operations

II.
Current issues -- Models and Simulations

A. AFSPC lacks M&S tools to represent space adequately in exercises

1. Need many role players and control cells

2. Have to use Lookup Tables currently for many functions

B. JWARS, which will be used to support the next QDR, does not initially address space issues, and is therefore not suitable for analysis of space architectures, capabilities, or trade-offs 

C. JSIMS and NASMS do not represent all space missions

1. NASMS has limited space functionality at IOC

2. JSIMS has space functionality, but is not complete – lacks functionality for same missions cited by USSPACECOM 

D.
C4I integration is difficult to obtain, and needs to keep exercise data separate from real-world data

E.
Data base development is slow and costly

F.
M&S Requirements

1. Automated tools for analysis (JWARS); dynamically representing space functions, and their impact on theater operations, in exercises – top priority 

2. Automated tools to support both internal analysis and joint analysis of force structure issues that affect the POM

3. Need to reduce the number of personnel required to support space operations during exercises

a.
Need to simulate space-related traffic to the JFAC staff

b. Need to simulate input of other agencies, e.g., NASA, non-DoD intelligence assets

4.
Efficient way to tag exercise data being passed over real-world C4I systems (TRAPS, TIBS, etc.)

5.
High fidelity space representation in JWARS

6. Field JSIMS and NASMS with all space missions represented

7. Automated After Action Review capability that captures space-related information

8. Faster and less costly database development, standardized reusable databases

ARSA (SMDC)

Mr. John Crown, 

Operations Research Analyst, Development Directorate, Simulation Division,

Army Space and Missile Defense Command (SMDC) Battle Lab

I.
General Information

A. Mr. Crown represents the SMDC Battle Lab’s Simulation Division, which provides M&S support to ARSPACE.

B. Other points of contact include: 

1. Mr. Rick Berg, ACR, (256) 955-3508

2. Ms. Iris Pruitte, RDA COA, (256) 955-5539

3. Mr. N Goddard, Basic Research, (256) 955-5455

C.
Welcomed visit and endorsed DMSO refocus on Warfighter needs

II.
Current issues -- Models and Simulations

A. The Army’s principal focus, in terms of M&S-supported training for Space, is on providing realistic/dynamic interfaces between the simulation and the training audience using fielded C4I systems.

1. Joint Tactical Ground Stations (JTAGS) support theater CINCs with tactical missile launch warnings

2. Army Space Support Teams (ARST) provide Corps level support

B. Data bases are too expensive to build 

C.
M&S Requirements

1. M&S support to train JTAGS and ARST – top priority
2. A single simulation that can drive multiple theater C4I systems.

a. Stimulates operational displays with output tailored to appropriate C4I system (i.e., TRAPS, TIBS, TADILs A. B, and J)

b. Simultaneously process real world and exercise traffic over real world systems

c. High fidelity output to user interface

3. Model “human and equipment errors” when man in the loop is not used

4. Simulate environmental effects on communications, with an on/of switch

5. A “Staff Object” that is interchangeable with a real staff, when the real staff is not available to participate in a training/analytic event

6. Need to scale level of detail to level of training audience (i.e., level of detail for a senior level staff exercise is generally lower than the detail required for team training, but output fidelity must be maintained.)

7. Faster and less costly data base development

JNTF

Maj Chris Shotts

Deputy Commander for Exercises and Experimentation.

BMDO/JNTF

Ms. Monica Novack

MDST Exercise Lead

Mr. Brad Kettner

Exercise Support, DO Lead

Ms. Gloria Adam

Exercise Support

I.
General Information

A. Welcomed visit and endorsed DMSO refocus on Warfighter needs  

B. Primary M&S interest is in providing exercise support

II.
Current issues -- Models and Simulations

A. JNTF uses a large number of simulations and protocols that do not interface well  

1. A large part of their workload is consumed by repetitive adjustments in code and data to get the various systems/models to communicate with one another 

2. Simulations do not interface with real-world C4I

3. Data collection is not standardized

B.
The M&S Community does not have standard object models for the space community

C. Does not believe JSIMS/NASM or JWARS will offer JNTF the capability to conduct experiments

D.
The Joint Training Confederation (JTC) is inadequate for JNTF’s purposes

1. The timing of a missile launch event in JTC is contingent among the JTC members, but lag behind the actual time of the event

2. When simulated missile launch events occur, the time stamps generated by the models and the real world C4I systems used to transmit missile warning do not agree

3. Too many role players are needed to script and to interpret results

4. Weather effects are not modeled

5. Human behavior is not modeled

E.
M&S Requirements

1.
Realistic interoperability with real-world C4I systems – top priority
2. A high fidelity simulation interface that facilitates people-to-people interactions rather than using role players to interpret simulation output

3. Fix the current JTC timing problem involving missile launch

4. Improve the speed with which exercise traffic is transmitted over real-world warning systems (i.e., real-world vs. exercise priorities, time required for special processing – exercise tags, etc., and limitations on bandwidth)

5. Accelerate development and integration of space objects into NASM

6. More consistency in standardizing objects, protocols, and models across the community

7. Faster and less costly data base development, standardized reusable databases

8. Human behavior modeling in the JTC.

9. Modeling of weather effects in the JTC.

USSTRATCOM

Daniel R. Peppers, LTC, USA

Penetration Analysis

Mark Kraus, LTC

STRATCOM J535

Craig T. Peppe, LCDR, USN

Penetration Analysis, Model Development

Michael O Harris, Maj, USAF

Penetration Analysis, Chief Model Operations

Bill Patnaude, Maj, USAF

War Plans Analyst

Gregory A. Kroll, Lt, USN

Program Manager

Patrick A. Becker, Lt, USN

EADSIM Analyst

Dick DeRoos, Civ.

Director, Joint Model and Simulations Operations Branch

USSTRATCOM J532

John Jones, Civ.

USSTRATCOM J531

Robert Cole, Civ.

USSTRATCOM J532

Lee Jaramillo, Civ

USSTRATCOM J532

Shawn Amos, ITC (SW)

USSTRATCOM J534

I.
General Information

A. Welcomed visit and endorsed DMSO refocus on Warfighter needs

B. J532 is the USSTRATCOM POC for M&S  

1. According to the interviewees, J5 is the main M&S user in USSTRATCOM

2. J3 does not use M&S, but rather trains with actual equipment

II.
Current issues -- Models and Simulations

A. STRATCOM is moving towards providing increased support for theater operations, to include planning strategic strikes against theater-specific targets

1. Use EADSIM as primary simulation for analysis

a. Data cannot be shared with other models

b. Lack of interoperability with real-world C4I

c. Does not simulate a single weapon, low yield, high altitude detonation, which includes the effects of weather, dust, etc., on the propagation of electromagnetic effects through the atmosphere

2. Threat Order of Battle data bases are too incomplete

3. Lack a single set of standards for both intelligence data and planning tools

B.
Lack access to standardized and validated data

C.
Lack models that can simulate human behavior, particularly in regard to US Joint doctrine

D.
Tools not available to manage information:  how to call, store, maintain, manage data (information operations)

E. Need to enforce VV&A guidelines

F. M&S Requirements

1. A means of identifying, reviewing, and sharing M&S data and findings from studies, reports, etc., that address areas of interest to the command -- TOP PRIORITY
2.
The effects of strategic attacks on theater targets are reflected in the simulations being used, and are visible to the supported staff through their C4I

3.
A standard threat order of battle for exercises and crises

4.
Common, dynamic, operational picture (i.e., one that is updated as threat and target status change)

5.
A single set of standards for intelligence data and intelligence planning tools

6.
A detailed, high fidelity nuclear weapon model for single weapon, low yield, high altitude detonations, which includes the effects of weather, dust, etc., on the propagation of electromagnetic effects through the atmosphere

7. Common models and databases for simulating human behavior.  In particular, the need to simulate the reaction of warfighters to an incoming threat

III.
MSIAC Support Activities

A. Because the staff’s focus was on identifying sources of information rather than specific “M&S” requirements, much of our time was spent discussing the types of MSIAC support that is available to STRATCOM

B. Showed interest in available MSIAC tools

USTRANSCOM

Mr. Keith Seaman

Chief, Concepts and Technology Team, J5 (Directorate of Policy and Plans)

Mr. Jay Marcotte

Logicon, USTC J5

Mr. Mickey D. Johns

Logicon, USTC J5

I.
General Information:

A.
The Concept and Technology Team (TCJ5-SC) is the designated lead for Defense Transportation System (DTS) M&S within the Command.  In this regard,      TCJ5-SC is USTRANSCOM's Joint Transportation Technology Focal Point for the exploration and exploitation of emerging and future transportation-related technologies, automated systems, and M&S tools

B.
On 6 June 2000, the USTRANSCOM M&S Master Plan was presented to the TRANSCOM DCINC for final approval and publication.  Upon approval, the Master Plan became the official plan governing the direction, development, and funding efforts for M&S tools that support the DTS

II.
Current issues -- Models and Simulations

A.
The Analysis of Mobility Platform (AMP) is USTRANSCOM’s tool for end-to-end (Origin-POE-POD-Destination) analysis.  However, its capabilities are not all inclusive.  The current AMP:

1.
Cannot do planned vs. actual transportation system analysis today

2.
Cannot plan impact on DTS of theater lift requirements today

B.
AMP is the principal simulation used by USTRANSCOM to support JSIMS.  AMP is an integrated set of automated tools and a database that provides a highly interactive environment for analyzing end-to-end transportation simulations of the DTS, and is designed to project transportation operations into the future

1. AMP-21 is the future evolution of the current AMP model.  AMP-21 will be a transportation model composed of integrated models and simulations that users can select and configure to fit the operational situation.  Plan is to link the models in a hybrid HLA federation/intelligent agent architecture.  A contract for a limited AMP-21 prototype will be awarded before the end of FY00.

2. AMP produces a variety of output graphics and tabular data to help the analysts critique the model run.  The future AMP-21 in conjunction with the GTN Exercise Database (GES) will support JSIMS and will support plan-versus-actual analysis.

3.
The future AMP-21 has several goals:
a.
Allow users to rapidly set up, tailor, and execute transportation models supporting a wide range of functional areas (planning and programmatic analysis, crisis execution, war gaming, and exercises)

b. Enable revolutionary "what-if" capabilities in the transportation feasibility realm

c. Establish a common user interface and input/output shell for transportation analysis

d. Adhere to open system computer architecture and accepted professional, and commercial conventions for interoperability

C.
The M&S Master Plan contains 13 goals that address USTRANSCOM’s M&S requirements.  Of the 13 goals, 8 are associated with the development, management, or operation of transportation related models.  The eight requirements are:

1. A coordinated architecture for DTS models, simulations, and data sources, -- top priority
2. M&S tools that support all critical processes and 80% of all non-critical processes in all DTS key process areas

3. A process for identifying and pursuing DTS M&S development in key technology areas

4. Seamless interoperability between core DTS M&S systems, JWARS, JSIMS, GTN, and GCCS

5. Critical DTS representation in JWARS

6. Critical DTS representation in JSIMS

7. A process for the collection, maintenance, and certification of authoritative data for DTS requirements

8. Mechanisms for coordinating M&S issues with DTS partners, C2/Warfighting customers, and C4I community

D.
Other M&S Requirements

1. Seasonal/weather effects in JSIMS

2. Start/stop capability for planned vs. actual analysis of transportation requirements in future analytical models

3.
Aerial Refueling Tanker Model

4.
Aerial Port of Debarkation (APOD) throughput model.
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