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Including Space/Computer Network Operation (CNO) Representation

in Modeling and Simulation (M&S) for Analysis and Wargaming

Purpose:  To provide information about the issues facing the space/CNO and M&S communities on space/CNO representation in models and simulations to support analysis and wargaming.
Bottom Line:  The space/CNO and M&S communities need to establish a suite of models and simulations that include effective space/CNO representation to enable DoD and the joint services to conduct analysis and wargaming.  These models need to be used to quantify the value added of space/CNO mission in joint military operations and homeland defense to support acquisition, force structure, and warfighting decision making.  Before either of these things can be done, the space/CNO and M&S communities need to collectively define the requirements to address the current shortfalls and establish a roadmap to provide a way ahead.  The requirements should include measures of effectiveness (MOE), measures of performance (MOP), data requirements, the suite of models themselves, and funding needs.

Discussion: Questions pertaining to the value added of space/CNO in joint military operations and homeland defense have not been adequately addressed throughout DoD and the joint services thus far.  One reason is that there is not a robust suite of models that have adequate space/CNO representation for analysis and wargaming.  Partly because of this shortfall, there are few studies or wargaming exercises throughout DoD or the military services that have demonstrated the value added of space/CNO in joint military operations and/or homeland defense.  Without being able to demonstrate the value added of these mission areas, it is difficult to request funding to address this problem.

The space/CNO and M&S communities need to collectively develop the requirements and a roadmap for the required suite of M&S tools to support analysis and wargaming.  The requirements should include defining MOEs and MOPs, outlining the functional relationships between space/CNO and conventional mission areas, reviewing the suite of models themselves, defining data requirements, and addressing funding needs.  Only after these requirements are defined and a roadmap is established can the space/CNO and M&S communities consider themselves to have begun the process of having a complete suite of models that represent space-based systems and CNO for the required purposes.  As new space/CNO models are realized, special attention should be paid to ensure they are federated with existing space/CNO and conventional models.

Modeling and simulation tools must be able to represent the capabilities provided by space-based platforms as well as show the interoperability between space and conventional systems.  Likewise, CNO-based models should have the ability to model the various aspects of CNO including networks, nodes, and links.  A complete suite of models must also be able to represent these mission areas at various levels of resolution from the mission-level to the campaign-level.  Figure 1. below depicts some examples of models at each level of resolution that include, or will include, mature space/CNO representation.  These include the Extended Air Defense Simulation (EADSIM), Satellite Tool Kit (STK), System Effectiveness Analysis System (SEAS), and the Joint Warfare System (JWARS).  This is not an exhaustive list by any means.  Figure 1. also attempts to illustrate that some modeling may be required at the engineering-level to facilitate mission and campaign-level analysis and wargaming based on the nature of the systems and their environments.


Figure 1. Hierarchy of Models

Who Has the Responsibility to Include Space in M&S:  There is clearly a need to develop and maintain a complete suite of models that represent space/CNO for DoD and joint service analysis, training, and wargaming and to demonstrate the value added of space/CNO in joint military operations and homeland defense.  These challenges need to be collectively addressed by stakeholders from both the space/CNO and M&S communities across the DoD and joint military communities.  The list of stakeholders should include as a minimum the Air Force Space Command (AFSPC) Space Analysis Center (ASAC), USSPACECOM Analysis Directorate, and representatives from each service’s space/CNO component, battle lab, and training command.  Other DoD, joint, and national stakeholders include the Defense Modeling and Simulation Office (DMSO), Joint Staff/J8, National Reconnaissance Office (NRO), National Imagery Mapping Agency (NIMA), National Security Space Architect (NSSA).

The effort to address these issues will also take the cooperative effort of the private sector and potentially academia.  The role of USSPACECOM as the joint space/CNO headquarters and warfighting CINC should be to lead the communities in defining requirements and to establish priorities for joint space/CNO campaign modeling.  To do this, USSPACECOM hosts the Space User’s Group (SPUG) as the quarterly forum for the space/CNO and M&S stakeholders to meet and define requirements for space/CNO representation in models and simulations.  The SPUG is designed to allow stakeholders to collectively define requirements and share these requirements to ultimately demonstrate the value added of space/CNO in joint military operations and homeland defense.  These discussions are making great contributions toward addressing these challenges, but much work still needs to be done throughout DoD and the joint services.
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