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Point Paper

Representing Space/Computer Network Operation (CNO)

in Modeling and Simulation (M&S) for Analysis, Training, and Wargaming
Purpose:  To provide information about the issues facing the joint services as far as space/CNO representation in M&S to support analysis and wargaming.
Bottom Line:  The space/CNO and M&S communities need to quantify the value added of space/CNO in joint military operations and, eventually, homeland security to support acquisition, force structure, and warfighting decision-making.  To do this, these communities need to establish a suite of models and simulations that include effective space/CNO representation to support joint analysis, training, and wargaming.  Before either of these things can be accomplished, the space/CNO and M&S communities need to collectively address the current shortfalls by defining the requirements and establish a roadmap to provide a way ahead.  The requirements should include measures of effectiveness (MOE), measures of performance (MOP), data requirements, the suite of models themselves, and funding needs.

“To support exercises, wargames, and experiments, DoD must develop and employ modeling and simulation tools based on measures of merit and effectiveness that will quantify the effects of space-based capabilities.” - Space Commission Report, Jan 01.

Problem Statement: Discussion:  Questions pertaining to the value added of space/CNO in joint military operations and homeland security have not been adequately addressed throughout DoD and the joint services.  One reason is that there is not a robust suite of M&S tools that have adequate space/CNO representation for analysis and wargaming.  Partly because of this shortfall, there are few studies,training exercises, or wargames held throughout DoD or the military services thus far that have demonstrated the value added of space/CNO in joint military operations and/or homeland security.  Without being able to demonstrate the value added of these mission areas, it is difficult for the space/CNO and M&S communities to make a valid argument to request funding to address this problem.  This becomes a vicious cycle as show in Figure 1. below.


Figure 1.  The Problem (Vicious Cycle)

The Need for Modeling of Space-Based Systems and CNO:  Space systems include those assets used by the DoD but owned and operated by the commercial and civil sectors as well as DoD-owned assets.  Meanwhile, CNO is a rapidly growing means of asymmetric warfare for which DoD plays a crucial role.  Models and simulations provide a way to answer the value-added questions of these mission areas while still in a peaceful environment.  For clarity, the space/CNO mission areas include:

Space Force Enhancement including:

· Satellite communications (SATCOM)

· Weather, terrain, and environmental monitoring (WTEM) which includes:

-  Satellite imagery (multi-spectral and hyper-spectral)

-  Space environment/weather

· TBM warning

· Position and navigation (Pos/Nav) using the Global Positioning System (GPS)

· Intelligence, Surveillance, and Reconnaissance (ISR)

Computer Network Operations (CNO) which includes:

· Computer Network Defense (CND)

· Computer Network Attack (CNA)
Space Control, which includes:

· Surveillance

· Protection
· Prevention
· Negation
Force Application – Space Based Weapons
Space Support

· Space Lift

· Satellite Operations

Modeling and simulation tools must be able to represent the capabilities provided by space-based platforms as well as show the interoperability between space-based and conventional systems.  Likewise, CNO-based models should have the ability to model the various aspects of CNO including networks, nodes, and links.  A complete suite of models must be able to represent these mission areas at various levels of resolution from the mission-level to the campaign-level.  As new space/CNO models are realized, special attention should be paid to ensure they are federated with existing space/CNO and conventional models.  Figure 1. below depicts some examples of models at each level of resolution that have, or will soon have, mature space/CNO representation.  These include the Extended Air Defense Simulation (EADSIM), Satellite Tool Kit (STK), System Effectiveness Analysis System (SEAS), and the Joint Warfare System (JWARS).  This is not an exhaustive list by any means.  Figure 1. also attempts to illustrate that some modeling may be required at the engineering-level to facilitate mission and campaign-level analysis and wargaming based on the nature of the systems and their environments.


Figure 2. Hierarchy of Models
Proposed Solutions to Including Space/CNO in M&S: First and foremost, the space/CNO and M&S communities need to collectively define the requirements to address this issue and establish a roadmap for including space/CNO in M&S to support analysis and wargaming.  The requirements should include defining MOEs and MOPs, outlining the functional relationships between space/CNO and conventional mission areas, reviewing the suite of models themselves, defining data requirements, and addressing funding needs.  Only after these requirements are defined and a roadmap is established can the space/CNO and M&S communities consider themselves to have begun the process of addressing the issue of space/CNO representation in M&S for the required purposes.  Models and simulations must also undergo verification, validation, and accreditation (VV&A) before they are properly recognized as “credible” simulations throughout DoD and the joint services.

The space/CNO and M&S communities may have to consider new and innovative approaches to representing space/CNO in M&S.  For example, most models currently being used throughout DoD today were originally developed to model specific aspects of the battlespace such as air, maritime, theater missile defense, etc.  New models may have to be developed from the ground-up that accurately capture the value added of space/CNO in joint military operations and homeland security.  This may require the communities to take a closer look at prototype models being developed throughout the government as well as the private sector and potentially academia that use new methods or technologies.

There are already several ongoing efforts throughout DoD to incorporate space/CNO in M&S.  The Air Force’s THUNDER Model, for example, includes the representation of various space mission areas.  In the future, the Joint Warfare System (JWARS) Model is expected to become the jointly recognized standard for theater campaign modeling within the DoD.  Currently, there is an ongoing effort within USSPACECOM to include space and CNO representation in JWARS.  This effort is called the JWARS Space Strategic Partner (JSSPAR).  The JSSPAR includes a team of developers, programmers, and analysts whose mission is to represent space and CNO in the model.  Since the effort began on 01 Aug 01, USSPACECOM and the JSSPAR have accomplished the following:

· Assessed current space/CNO representation in JWARS

· Developed a “Space and CNO representation in JWARS” Improvement Plan

· Prioritized a list of space/CNO mission areas to be represented in future releases of the JWARS Model

· Identified space functionality requirements by creating function diagrams for each space/CNO mission area.  These function diagrams describe the inputs and outputs of each area and their relationship to conventional mission areas

· Began representing the prioritized list of space mission areas in the JWARS Model beginning with version 1.5

Models and simulations are widely used to develop and/or exercise alternative courses of action for joint military operations and homeland security through analysis as well as during training exercises and wargames.  The space/CNO and M&S communities need to collectively address both of these uses of M&S tools.  Both are addressed below.

Analysis:  New and potentially innovative models may be needed to represent space/CNO, however the analysis community cannot wait for these tools to include “perfect” representation of these mission areas.  Analysts may have to apply new and potentially innovative techniques or approaches to quantify the value added of space/CNO besides traditional models and simulations.  New approaches may include conducting brainstorming sessions or “vignettes”, administering surveys, and/or federating space/CNO tools with existing models.  Regardless of the method, the DoD and joint warfighting community requires this analysis now to demonstrate the value added of space/CNO in joint military operations and homeland security.

Training and Wargaming:  Models and simulations are often used to generate training scenarios during joint and service component exercises and wargames.  Unfortunately, space/CNO mission areas are not as well represented as conventional mission areas.  One reason is the lack of models and simulations that include adequate space/CNO representation.  Another reason is the space/CNO community’s inability to articulate the value added of these mission areas.  Because of this deficiency, a valuable training opportunity is missed during numerous training events year after year.

“There was difficulty assessing or measuring the effectiveness of the Objective Force as situational awareness decayed during the campaign.  The models used during the wargame lacked the ability to adequately assess the results of lethal and non-lethal space, CNO, and IO activities.  In the end, there were numerous insights overlooked (across all domains of military operations) due to the lack of sufficient and relevant models” – Army Transformation Wargame After Action Report (AAR), Apr 01.

In addition to using models to generate scenarios during training events, space/CNO warfighters, such as the Army’s Functional Area-40 (FA40) Space Operations Officers or joint and service component space support teams (SST), must have the ability to capture the situational awareness of these mission areas using a common operating picture (COP).  These individuals and teams attempt to overcome the “terrestrial” mindset of most warfighters by bringing the value added of space/CNO capabilities to joint military forces in the field, therefore this COP should be capable of operating in the real world as well as in a synthetic training environment.  The COP should also be compatible with each of the air, ground, and maritime digital architectures such as the Army’s Battle Command System (ABCS), in order to facilitate transformation.  In the case of ABCS, this includes the Army’s Objective Force.  This COP would serve as a single integrated space/CNO picture to allow space/CNO warfighters to access and rapidly integrate the products and information provided by space/CNO.

Including space/CNO representation in M&S during these training events is essential for these mission areas to be properly recognized within the operational force as a combat multiplier.  The space/CNO warfighters are the key conduits for incorporating space/CNO into real world operations as well as during joint and service component training events.

Who Has the Responsibility to Include Space in M&S: There is clearly a need to demonstrate the value added of space/CNO in joint military operations and homeland security in light of the services’ transformation efforts that continue to emphasize asymmetric warfare and reliance on space/CNO architectures.  M&S tools provide a cost-effective way to demonstrate the value added of space/CNO mission areas while still in a peaceful environment.  However, DoD and the joint services may also have to look at new and potentially innovative ways of integrating the quantifiable effects of space/CNO develop into analysis and wargaming.  In either case, these challenges need to be collectively addressed by stakeholders from both the space/CNO and M&S communities across the DoD and joint military communities.  The list of stakeholders should include as a minimum the Air Force Space Command (AFSPC) Space Analysis Center (ASAC), Joint Forces Command (JFCOM), and USSPACECOM components as well as representatives from each service’s space/CNO component, battle lab, and training component.  Other DoD, joint, and national stakeholders include the Defense Modeling and Simulation Office (DMSO), Joint Staff/J8, National Reconnaissance Office (NRO), National Imagery Mapping Agency (NIMA), National Security Space Architect (NSSA).  The effort to address this issue may also take the cooperative effort of the private sector and potentially academia.

The role of USSPACECOM should be to lead the space/CNO and M&S communities in defining requirements and establishing priorities for joint space/CNO campaign modeling.  To do this, USSPACECOM hosts the Space User’s Group (SPUG).  The SPUG is a quarterly forum for the space/CNO and M&S stakeholders to meet and collectively define and share requirements to ultimately demonstrate the value added of space/CNO in joint military operations and homeland defense through M&S.  The SPUG has made progress toward addressing these challenges, but much work still needs to be done throughout DoD and the joint services.
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